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1. Click on the Apple icon in the upper left corner of your screen. Select
System Preferences. Click Privacy & Security from the left column.
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Siri & Spotlight FileVault secures the data on your disk by encrypting its
content automatically.
Privacy & Security

You will need your login password or a recovery key to access your data.
Desktop & Dock A recovery key is automatically generated as part of this setup. If you forget both

your password and recavery key, the data will be lost.

Some system software requires your attention before it can be used.

2. In the security section, underneath text reading “Some system software
requires your attention before it can be used,” click on Details.
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WARNING: You will need your login password or a recovery key to access your data
Desktop & Dock A recovery key is automatically generated as part of this setup. If you forget both

your password and recovery key, the data will be lost.
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3. In the pop-up window, enter your Mac password and then click Modify
Settings.

&

Privacy & Security
Privacy & Security is trying to modify
your system settings.

Entar your password to allow this.
- administrator

4. In the next pop-up window, toggle both buttons to turn them blue and
activate them. Then click OK.

System software from the following developers was updated and

the system needs to be restarted before it can be used.

: SophosSecanD

B Sophos Network Extension
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5. When you see a “Sophos Network Extension” message, click Allow. Leave
the System Preferences window open.

0.

“Sophos Network Extension”
Would Like to Filter Network
Content

All network activity on this Mac may be
filtered or monitored.

Allow | Don't Allow

6. In the upper right of your screen, locate the Sophos icon in the menu bar.
Click the icon to open it.

S|l B |l T Q & MonJun26 4:38PM

7. In Sophos window, click About.

[ ] Sophos Endpoint
SOPHOS Status Events Detections Admin Login
@ Some Sophos services are not running
Please contact your IT administrator
@ No Malware or PUAs found “
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8. Click on Run Diagnostic Tool.

| @ Sophos Endpoint

SOPHOS Status

Admin Login

Never updated

Update Now

Endpoint Advanced Installed
Sophos Intercept X Installed
Device Encryption Installed
Managed Detection and Response Installed
XDR Sensor Installed

I Run Diagnostic Tool

Legal Info
Copyright ® 1993-2023 Sophos Ltd. All rights reserved.

9. In the Self Help window, click Prerequisites in the left column.

Health State

System

Management
Communication

Services

Update

i
©
L
© rrereauisites
o
o

Policy

Captive Portal Mode

Launch SDU...

Help | About

Self Help SOPHOS

Sophos Endpoint Self Help

This tool is to be used by your administrator/help desk.
See the help article linked below for more information about this tool.

Disclaimer: This tool is to help diagnose certain error scenarios.
Itis currently in beta.

Copyright © 1993-2023 Sophos Ltd 1047  Legal
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10. Click Allow Full Disk Access. Leave the Self Help window open.
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Remediation

11. A small Sophos Endpoint window with two icons will open. Move this new
window to the side of your screen for a moment.

Sophos Endpoint

g To keep protecting you, Sophos needs access to your device. Do as follows:
n Open "Privacy & Security” preferences

E Drag the Sophos icon below to the application list

B Allow the action as administrator

S/

For details,
See knowledge base article 134552

Close

12. At this time, you should have three windows open on your screen: System
Preferences, Sophos Self Help, and Sophos Endpoint. Place the Sophos Self
Help window and the System Preferences window side-by-side on your
screen.
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13. In the System Preferences window, click Privacy & Security and then click

Full Disk Access.
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14. Enter your Mac password and click Modify Settings.

()

Privacy & Security
Privacy & Security is trying to modify
your system settings.

Enter your password to allow this.

- administrator

[ Password

Cancel
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15. In the Sophos Endpoint window, click and drag the S icon into the Full
Disk Access section of the Systems Preferences window.

16. After dragging the icon, you’ll get a message regarding
“SophosUserAgent.” Click Quit & Reopen.

“Soph: “ will not have
full disk access until it is quit.

You can choose te quit
"SophosUserAgent” now, or do it on your
own later.

17. Next, in the Full Disk Access window, toggle all Sophos buttons to activate
them. You do not need to click SophosCryptoGuardLegacy if it is in the list.
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18. In the Sophos Self Help window, confirm everything in the Prerequisite
section has a green check mark. If so, you are all set! If not, please send a
screenshot to helpdesk@clarku.edu.
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